
 

Take Simple Steps to Protect Yourself Online 

Doing any kind of business online 

can put you at risk, especially 

since Internet-related crimes and 

hacking are now more common 

than ever. Consumers owe it to 

themselves and their families to be 

extra diligent in order to minimize 

the risks of being victimized. 

According to 2015 statistics, there 

are now more than 3.17 billion 

internet users worldwide. If just 

one-half of 1 percent of those 

users goes online with criminal 

intent, that will work out to as many as 15 million people just looking for victims. 

Consumers need to be just as diligent about protecting themselves online as they are about 

preventing burglary, property crimes, and the like. In fact, anyone with a home security system 

or home automation that depends on a wireless network also needs to engage in safe practices to 

avoid being compromised. Home security and home automation systems from MONI authorized 

dealers are designed to be secure, but you can take positive steps to help keep them that way. 

Protect Your Personal Information 

We hear warnings all the time, yet the importance of guarding personal information is still lost 

on far too many people. 

Never transmit information online unless you are positive you are working with a reputable 

merchant with adequate security policies. That means credit card numbers, social security 

numbers or any other personal information. 

Never share your passwords with anyone, even your best friends or family members. This 

especially applies to your network and any smartphone apps you use for your home. 

Be sure to change all of your passwords on a regular basis, and use a combination of capital and 

small characters, numbers, and punctuation marks. The more complicated the password, the 

more difficult it is to hack. 

Should you receive unsolicited e-mails from any company, even if you trust that company, take a 

minute to hover your cursor over all of the links in that e-mail to see where they lead. This is a 

good way to tell if an unsolicited e-mail is a scam. Also be aware of “phishing scams” that try to 

convince you to provide sensitive information online. 

When it comes to doing business with websites or answering emails that you’re unsure about, the 

simple rule is: If you’re in doubt, don’t. 



Keep an Eye on Your Monthly Bill 

Credit card hackers love people who simply leave their monthly bank or credit card statement 

unopened on the desk or countertop each month. It takes time to go through it, and it’s easy to 

put it off. But just a cursory glance at your statement can show you potential trouble spots. If 

there’s a charge that you’re not sure about, it means you may have been hacked. Often, hackers 

will try a small charge with a well-known company – just to see if you’re paying attention – 

before trying a big transaction. 

Only Use Secured Websites 

Any websites that require you to enter personal information should be encrypted and secure. 

Look at the web address in your browser. If the address begins with “https,” the site is secure and 

encrypted. If it starts with “http,” the site is not secure. 

Use Social Media Wisely 

When you use social media to tell the world you are on vacation, or you have just checked in at a 

café downtown, you’re also telling criminals that you are not home. It’s tempting to think that 

your social media “friends” would never take advantage of the situation, but it’s more common 

than you think. You’re also susceptible if your social media account (or one of your friends) is 

hacked. The less information you make publicly available, the more secure you will be. 

Take Advantage of Credit Monitoring 

The Fair Credit Reporting Act requires each of the nationwide credit reporting companies – 

Equifax, Experian and TransUnion – to provide you with a free credit report at your request once 

every 12 months. There are other sources of credit reporting as well, including banks, credit card 

companies, and other providers, though they may include hidden charges or upsell opportunities. 

Consider enrolling in an ongoing credit monitoring service, which keeps track of your accounts 

and warns you if someone is trying to use your information fraudulently. 

Don’t take your online security for granted. Being careful and diligent will help to keep you one 

step ahead of the hackers. 

 

 

 

 

 


